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Abstract

The management of migrant records in Nigeria haobe a vital component of migration
governance, national security, and human rightdguton. This study investigates the ethical
and privacy concerns surrounding the collectiompgaissing, and storage of migrant data
within Nigeria's migration management systems elhdnstrates how agencies such as the
Nigeria Immigration Service (NIS), the National mdiey Management Commission (NIMC),
and the National Commission for Refugees, Migraatg] Internally Displaced Persons
(NCFRMI) handle sensitive information, includingotmietric data, travel histories, and
refugee documents. Even though the Nigerian DabéePtion Act has been signed into law,
substantial ethical issues remain, particularlyterms of data protection, consent, secrecy,
and responsibility. The study demonstrates thatieat breaches, unauthorised sharing, and
misuse of migrant information are driven by inadsgucybersecurity infrastructure, a lack
of institutional cohesion, and a lack of educatmout data ethics. It also discusses the
conflict between national security needs and imtligl privacy rights, emphasising that
ineffective enforcement and oversight lead to ethissues. The paper emphasises the
importance of a human rights-based and moral fraorevior the control of migrant data in
Nigeria. According to the study, robust legislat@lone is insufficient to ensure open, safe,
and accountable migration management. It should &lslude ethical standards, professional
training, and institutional improvements that piitee privacy, dignity, and fairness when
handling migrant data.
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Protection des données et enjeux éthiques dans lestjon des dossiers des
migrants au Nigéria

Résumé

La gestion des dossiers des migrants au Nigériadesenue un élément essentiel de la
gouvernance migratoire, de la sécurité nationaldeeta protection des droits humains. Cette
étude examine les enjeux éthiques et les quedd®msotection de la vie privée liés a la
collecte, au traitement et au stockage des dondéssmigrants au sein des systemes de
gestion migratoire du Nigéria. Elle analyse la méei dont des institutions telles que le
Nigeria Immigration Service (NIS), la National Idéy Management Commission (NIMC) et
la National Commission for Refugees, Migrants amdrhally Displaced Persons (NCFRMI)
traitent des informations sensibles, notammentt@mées biométriques, les historiques de
voyage et les documents relatifs aux réfugiés. gienla loi nigériane sur la protection des
données (Nigeria Data Protection Act) ait été adept’importants défis éthiques persistent,
notamment en matiére de protection des donnéesprkentement, de confidentialité et de
responsabilité institutionnelle. L’étude met endévice que les violations fréquentes, le
partage non autorisé et |'utilisation abusive desndées des migrants sont favorisés par
l'insuffisance des infrastructures de cybersécutgénanque de coordination institutionnelle
et une faible sensibilisation aux principes d’'étlégles données. Elle examine également les
tensions entre les impératifs de sécurité natiordlee respect du droit & la vie privée, en
soulignant que les lacunes dans l'application dews let les mécanismes de contrble
contribuent a I'émergence de ces défis éthiquestitle insiste sur la nécessité d’adopter un
cadre normatif fondé sur les droits humains ethigtie pour la gestion des données
migratoires au Nigéria. Il soutient que I'existerse cadres juridiques robustes, a elle seule,
ne suffit pas a garantir une gouvernance migratoiesparente, sécurisée et responsable.
Elle doit étre complétée par I'élaboration de nosvihiques, la formation professionnelle et
le renforcement institutionnel, afin de garantirrkspect de la vie privée, de la dignité et de
I'équité dans le traitement des données des migrant

Mots-clés: Protection des données, gouvernance migratgieue, droits humains, dossiers
des migrants.
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INTRODUCTION

The management of personal information has beconueiti@al component of
contemporary information governance, particularlgeve sensitive human data is
collected and maintained across institutions. temé years, increasing attention has
been paid to data privacy and ethical respons#sliamong policymakers and
information professionals, who expect institutitmest handle human records to ensure
confidentiality, transparency, accountability, ahé protection of individual rights,
especially for vulnerable populations. Migratiorstsggnificantly expanded the scope
of personal data collection, as governments arainational organisations maintain
extensive records for identification, migration toh humanitarian support, and
policy planning. In Nigeria, the growing movemehpeople across borders has made
the management of migrant information an esseasipéct of migration governance,
with agencies increasingly relying on digital systeand biometric technologies to
monitor migration flows, enhance national securigyd provide humanitarian
services. While these technological systems impamministrative efficiency, they
also raise serious ethical and privacy concernsigsnt records often contain highly
sensitive information, such as biometric data, drawistories, and identity
documentation. Globally, there is a growing emphasi balancing national security
interests with migrants’ rights to privacy and dign yet challenges such as
unauthorised data sharing, weak cybersecurity strinature, and inadequate
oversight continue to raise ethical questions abmarisent, confidentiality, and
institutional accountability. Within this contexhe management of migrant records
presents complex governance challenges that resfuineger ethical frameworks and
data protection mechanisms to ensure that mignémtmation is handled responsibly,
securely, and with respect for human rights.

Data privacy and ethics are fundamental principteshe responsible collection,
processing, storage, and use of personal informatiboth public and private sectors.
Globally, modern data protection frameworks emp@®asiore principles such as
lawfulness, fairness, transparency, purpose liloitat data minimisation,
accountability, and security in the handling of queral data (Voigt & Von dem
Bussche, 2017; Paul, 2024; Johnson, 2020). These principles require that organisations
collect only the data necessary for a legitimatgose, process it with the consent or
knowledge of the data subject, and protect it framauthorised access, misuse, or
disclosure. The concept of data minimisation, feameple, emphasises that only
essential personal information should be colletdgdduce risks such as identity theft
or data misuse (Gonzalez & Staddon, 2021). Etldatd management also demands
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transparency and fairness in decision-making psasge®nsuring that personal data is
not used to discriminate against individuals orug® and that individuals retain
control over their personal information (Ndukwe22D

Within the context of migration governance, theiethmanagement of migrants’
records is particularly sensitive because such rdscoften contain biometric,
demographic, and legal information that can aff@ctindividual’s security, legal
status, and access to services. In Nigeria, datagiion has increasingly been guided
by the Nigeria Data Protection Act (2023) and earlregulatory frameworks,
emphasising lawful processing, informed consent s&cure storage of personal
information by both public and private institution®igeria Data Protection
Commission, 2023; Adeleke & Ojo, 2023). Similarly, in South Africa, the Protection

of Personal Information Act, 2013 (POPIA) estal#ststrict requirements for the
lawful processing of personal data and the prasactf individuals’ privacy rights,
including migrants and foreign residents (Governmeh South Africa, 2013).
Globally, many countries align their data protectiameworks with standards like
the General Data Protection Regulation (GDPR), jtorg strong safeguards for
personal data and accountability in its manageifvengt & Von dem Bussche, 2017).
These regulatory frameworks highlight the impor&garaf ethical governance in
migration data systems, ensuring that migrantsine are managed securely, used
only for legitimate administrative or humanitarigoirposes, and protected from
exploitation, discrimination, or unauthorised sullgaace (Gonzalez & Staddon,
2021).

Migration in West Africa, particularly Nigeria, iafluenced by political, economic,
and historical factors. Labour demand, commercejr@mmental changes, and
violence account for around 70% of migrant movemmémtthe region (International
Organisation for Migration, 2025). Colonial lawssdipted traditional migration
patterns that previously facilitated commerce antbanisation. Following
independence, Nigeria emerged as a major migrdestination and source country,
facilitated by ECOWAS frameworks that allow free vement and residency rights
(Chukwuma & Hassan, 2024). Annually, millions trbve and from Nigeria for
economic, environmental, and security-related measdlore than three million
people have fled to different parts of Nigeria doeconflicts and natural disasters,
underscoring the importance of reliable record-kegfpor the security, integration,
and management of migrants (Adewale & Ojo, 2023).
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Effective migrant record management underpins gowent and social service
operations. Systems such as the National Identiiyniber (NIN) and biometric

registries provide reliable identification, enablimccess to services, promoting
security, and supporting governance functions (@l Identity Management

Commission, 2023). Such records improve healthaekvery, social welfare

distribution, and humanitarian assistance, and res#hastate capacity to combat
trafficking and irregular migration. However, thesehnologies depend on ethical
data handling and strong institutional safegua@safor & Ozioma, 2022).

While digital identity databases exist in Nigeriagy present ethical and privacy
challenges. Individuals must have control overatguisition, use, and dissemination
of personally identifiable information (PIl), inaing biometric identifiers, travel
documents, and residence records. Poor governlmepf ethical awareness, and
weak enforcement of privacy regulations have maala dhreaches, unauthorised
access, and misuse increasingly common (Adeleke & Ojo, 2023; Ndukwe, 2022).

Nigeria’s information security framework, goverrngdthe NDPA 2023, builds on the
Nigeria Data Protection Regulation (NDPR 2019) tiredcreation of the Nigeria Data
Protection Commission (NDPC 2022). Nonetheless ymagration-related agencies,
including the Nigeria Immigration Service (NIS), theal Identity Management

Commission (NIMC), and the National Commission Refugees, Migrants and
Internally Displaced Persons (NCFRMI), often latle technical expertise, ethics
training, and oversight mechanisms needed to comptythese regulations (Adeleke
& Ojo, 2023).

Consequently, migrant data may be collected witlpwaper authority, inadequately
safeguarded, or shared without explicit consertemsing the risk of discrimination,
stereotyping, surveillance, and identity theft. &able example occurred in Plateau
State in 2022, where a data breach exposed thenagrismformation of over 37,000
individuals, highlighting enforcement gaps (Olaigh@22). Scholars have also raised
concerns about biometric nationality, in which poised identification systems can
be manipulated during administrative or electoralcpsses, undermining migrants’
rights (Iwoha & Doevenspeck, 2023).

These challenges illustrate persistent inadequacieBligeria’s data governance
framework. Weak ethical accountability, conflictingstitutional priorities, and
inconsistent regulations compromise the protectbmigrant data. Moreover, the
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tension between privacy safeguards and nationalriggcoften results in state
monitoring taking precedence over human rights.

Migrants, particularly those from low-income baabgnds, face heightened risks of
marginalisation and abuse, which erodes publict tnusgovernment institutions.

Without a transparent, human-rights-centred, anidaty sound system for recording
migrant data, efforts to modernise migration policgk exacerbating systemic
vulnerabilities.

The prevalence of data breaches, limited compliacakure, and low ethical
awareness among migration professionals highlighturgent need for reform. This
study, therefore, seeks to investigate the privawy ethical challenges of managing
migrant records in Nigeria and to propose stratefieenhance data governance,
institutional accountability, and the protectionnaigrants’ rights in the digital era.

OBJECTIVES

1. To examine the nature of migrant record managemedigeria.

2. To identify the ethical challenges encounteredhénttandling of migrant data.

3 To discuss the existing legal and institutionalnfeavorks governing data
privacy in migration management.

MATERIALS AND METHODS

The study employed a narrative review as its methibavas selected because it
facilitates a general summary and synthesis of eocapievidence on a particular
concept or theme, situating it within the conteddwrrent research. A narrative review
combines previously published literature on a paldr subject, with particular focus
on a concept's major ideas, theoretical explanstiorethodologies, and findings, as
stated by Paré et al. (2015). The literature usékis work focused on a series of core
issues: the nature of migrant record managemeRnNigeria; the ethical challenges
encountered in handling migrant data; the appboatif innovative technologies; the
existing legal and institutional frameworks goveidata privacy in migration
management; and proposed recommendations and fesearch.

The Nature of Migrant Record Management in Nigeria
Managing migrant records in Nigeria is crucialéffective migration governance and
national security, involving the organised collentiand use of migrant data for
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service provision and policy development (IOM, 2028eleke & Eze, 2022). Key
agencies such as the Nigeria Immigration Servic€&S)Nthe National Identity
Management Commission (NIMC), and the National Cassian for Refugees,
Migrants, and Internally Displaced Persons (NCFRMBintain separate databases,
leading to inefficiencies and gaps in inter-ageocgrdination (Oloyede & Hassan,
2024; lbrahim & Musa, 2023).

Despite initiatives like the Migration Informati@md Data Analysis System (MIDAS)
aimed at improving data collection, challenges sashlimited funding, technical
expertise, and legal gaps persist (Eze, 2022)datecollected includes personal and
biometric information, but incompatibilities betweeligital systems, reliance on
paper records in rural areas, and a shortage liédkersonnel increase the risk of
mismanagement (Okafor & Ozioma, 2021; Chukwuma &lddkar, 2023; Adewale
& Ojo, 2024). Recent improvements, such as biometssports and the endorsement
of data protection guidelines by the Internatid@eganisation for Migration, indicate
progress, yet experts emphasise that technologyeatannot address underlying
structural and ethical issues; sustainable chaagaines political will, continuous
capacity building, and strong ethical frameworkgévale & Ojo, 2024).

Despite efforts to modernise migrant record managpnm Nigeria, challenges such
as weak coordination, technical limitations, arglificient ethical oversight persist.
The findings section below explores these issu®sjsing on privacy, unauthorised
data use, threats to human rights, lack of ettagareness, institutional data, and
ongoing ethical and security/privacy concerns.

RESULTS

This section presents the key findings of the stodydata privacy and ethical
challenges in managing migrant records in Nigehaghlighting systemic and
operational issues that compromise privacy and Imunggats. The analysis revealed
six interrelated themes that illustrate the comipilexof managing sensitive migration
data.

First, concerns about privacy and confidentialityderscore the vulnerability of
personal information, including biometric identiBe travel histories, and medical
records, due to weak cybersecurity and limited leiguy enforcement.
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Second, unauthorised use and sharing of data tefmordination gaps among
migration agencies, which can result in duplicationsuse, or politically motivated
dissemination of migrant information.

Third, threats to human rights emerged as mismahatga sometimes lead to
discrimination, stigmatisation, or the repurposiofy humanitarian data for law
enforcement.

Fourth, a lack of ethical awareness and institaioaccountability highlights
deficiencies in training, oversight, and organaal culture that hinder responsible
data handling.

Fifth, the findings demonstrate the challenge ofateng ethics, security, and
governance, revealing tensions between borderigeoljectives and the protection
of migrants’ rights.

Finally, ongoing ethical and privacy threats sushbaeaches, function creep, and
political exploitation remain persistent concerfisese findings provide a structured
foundation for examining the ethical challengesiigrant record management, which
are further explored in the discussion.

DISCUSSION

Ethical Challenges in the Management of Migrant Reards

Handling migrant data raises significant ethicata@rns regarding privacy, human
rights, and security. Such data often include sieesnformation, including biometric
identifiers, travel history, and medical or famigcords.

To uphold migrants' dignity, safety, and trust iilgration organisations, it is essential
that this data is managed ethically. Ethical dilexartypically arise from the tension
between state security objectives and the proteafoindividual privacy and data
rights. While governments may justify extensiveadedllection for border security,
national identity verification, or counter-terrarispurposes, weak ethical standards
can lead to misuse or overreach.

1. Concerns about Privacy and Confidentiality
Maintaining privacy and confidentiality is one bktforemost ethical responsibilities
in managing migrant data. The digitalisation of ratgpn records, such as through
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biometric databases, has made it easier for unasgéigandividuals to access sensitive
information. In Nigeria, cybersecurity safeguardd data encryption technologies are
often inadequate, leaving personal information gtdble to theft or leakage. Poor
infrastructure and limited professional knowleddedata ethics further complicate
efforts to protect privacy. Additionally, the NigeData Protection Act (NDPA, 2023)
currently lacks robust enforcement mechanismsethyeexacerbating risks associated
with unauthorised access to and misuse of migratd. dMigrants often provide
personal information under duress during asylundeportation processes, limiting
genuine consent and contravening ethical principleh as autonomy and informed
permission, emphasised in international framewdikes the EU’'s GDPR (Abebe,
2022; I0M, 2023).

When compared regionally, Kenya and South Africavjate stronger legal safeguards
for migrants’ data. Kenya’'s Data Protection Acti2)establishes a dedicated Data
Protection Commissioner with the power to monitompliance, enforce penalties,
and oversee cross-border data transfers, givingvithhls greater control over
sensitive personal information, including biomettdata (Abebe, 2022). Similarly,
South Africa’s Protection of Personal InformationtAPOPIA, 2013) imposes strict
processing requirements, purpose limitations, aswbuwntability measures, with a
strong emphasis on securing information againstsei®nd unauthorised disclosure
(Abebe, 2022). In contrast, Nigeria’s framework g8ll developing and faces
challenges in enforcement, inter-agency coordinamd technical capacity (Eze &
Musa, 2023).

2. Unauthorised Use and Sharing of Data

Unauthorised data sharing among government agensies persistent ethical
challenge. In Nigeria, overlapping roles among Ki&, NIMC, and NPopC often
result in duplication of records and inconsisteidrimation-sharing protocols (Okon
& Abubakar, 2023). Migrant data may sometimes lpaimgosed for political profiling
or surveillance, raising issues of equity, discnation, and stigmatisation. By
contrast, Kenya and South Africa’s regulatory framaeks provide clearer guidance
and stronger enforcement mechanisms to preventthwrgsed sharing and ensure
accountability (Abebe, 2022).

3. Threats to Human Rights

Mismanaged data can exacerbate discrimination dmphatisation of migrant
populations. In Nigeria, insufficient ethical awaess among officials has led to cases
where irregular migrants are incorrectly labellesl security threats, violating
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principles of justice, equity, and human dignityd@® Ighodaro, 2023). The stronger
institutional oversight in Kenya and South Africatigates some of these risks by
enforcing legal accountability and providing avenhder redress, ensuring that data
handling respects human rights (Abebe, 2022; UNHZIR?2).

4. Lack of Ethical Awareness and Institutional Acountability

Nigeria continues to face challenges in embeddihga& awareness and institutional
accountability across migration agencies. The NDRB23) has not been fully
implemented, and gaps in training, monitoring, amdanisational culture hinder
responsible data handling (Oloyede & Nwosu, 20R4pional examples illustrate the
benefits of institutional capacity: Kenya’'s Dateotection Commission and South
Africa’s Information Regulator provide structuregtessight, ethical guidance, and
sanctions for non-compliance, highlighting the impaoce of strong institutions and
training programs in promoting ethical stewardship.

5. Balancing Ethics, Security, and Governance

Ethical management of migrant data requires batgnoational security needs with
individual privacy rights. While Nigeria prioritiseborder security and intelligence
gathering, inconsistent enforcement of privacy lawsglermines ethical compliance
(Eze & Musa, 2023). Lessons from Kenya and SouticAfsuggest that integrating
robust legal frameworks, independent oversight,taodnical safeguards can achieve
a better equilibrium between security and rightggmtion. International cooperation,
such as Nigeria's partnerships with the IOM and Eugopean Union for MIDAS
implementation, further strengthens alignment VBDPR standards, though budget
and capacity limitations continue to restrict foilmpliance (UNHCR, 2022; IOM,
2023).

6. Ongoing Ethical and Privacy Threats in MigrantData Management
Persistent challenges such as data breaches, ifanatep” of biometric systems,
and politicisation of identification processes ramaitical. A 2022 breach in Plateau
State exposed over 37,000 individuals’ recordsustibting weaknesses in
enforcement and infrastructure (lwuoha & Doevenkp023). While Kenya and
South Africa have robust regulatory authorities@éspond to breaches and protect
migrant privacy, Nigeria's enforcement remains wrewnderscoring the urgent need
for technical capacity-building, inter-agency cbl@ation, and rights-based, ethical
governance.

10
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Existing Legal and Institutional Frameworks for Data Privacy in Migration
Management

The safeguarding of personal data in migration mameent has become a significant
issue in both international and national governmihgration systems manage vast
guantities of sensitive information, including bietrics, demographic data, and
personal identifiers, hence requiring well-defidegal and institutional frameworks
to protect privacy and guarantee ethical adherefitee development of data
protection laws in Nigeria has sped up in the fiastyears. For example, the Nigeria
Data Protection Act (NDPA) 2023 sets the legal arork for keeping an eye on data
processing in several areas, such as migratiorye@®and Nwosu (2024) note that
execution is still not uniform, and that migratiostitutions do not work together very
well.

1. The Legal Status in Different Parts of the Wod and in Different Areas
International human rights norms and regional legsttuments play a crucial role in
regulating data privacy and protection in the ceinté global mobility. Article 12 of
the Universal Declaration of Human Rights and Aetid7 of the International
Covenant on Civil and Political Rights affirm thght to privacy and protect against
arbitrary intrusion. The UNHCR (2022) states tlna&tse principles serve as the moral
foundation for the global management of migranadat

The General Data Protection Regulation (GDPR) ef Buropean Union has set a
global benchmark for data privacy, emphasising liggafairness, transparency,
purpose limitation, and data minimisation (Europ&ata Protection Board, 2021).
Many African nations have adopted similar princgplexemplified by the African
Union Convention on Cybersecurity and Personal DRBtatection (Malabo
Convention), which became effective in 2019 asfitts¢ continent-wide framework
for personal data protection. Abebe (2023) notes this convention encourages
member states to develop their own legislation neigg data collection, handling,
and sharing. These principles assist data contsplléncluding immigration
authorities, humanitarian organisations, and boadencies.

2. The National Legal System: The Nigerian Data Ftection Act (NDPA) of
2023

The Nigeria Data Protection Act (NDPA), enacted2DR23, serves as the primary

legislation for privacy protection in Nigeria, dsliahing the Nigeria Data Protection

Commission (NDPC) as the enforcement body.

11



Data Privacy and Ethical Challenges in the Manageme IIMGS Vol. 6 (1), April 2026
of Migrant Records in Nigeria Ailakhu U. V. & Ambrose S. E.

Oloyede and Hassan (2024) argue that the NDPAgseptg a significant advancement
over the Nigeria Data Protection Regulation (NDRR)2019 by incorporating
principles such as lawful processing, consent, gaggdimitation, data minimisation,
and data subject rights, aligning with global h@sictices.

The Act is particularly crucial for migration maregent, as it applies to organisations
like the Nigeria Immigration Service (NIS), the Maial Identity Management
Commission (NIMC), and the National Commission Refugees, Migrants, and
Internally Displaced Persons (NCFRMI). Okonkwo #jdyi (2023) emphasise that
these agencies are now legally required to enberéransparent, secure, and lawful
handling of migrant data. However, challenges renmaenforcement, as Chukwuma
and Hassan (2024) argue that many public entd@sihternal data protection officers
and compliance frameworks, which hinder effectmplementation.

3. Institutional Structures for Data Privacy in Migration Management

In Nigeria, several important institutions oversaigration data, but their roles often
overlap. The Nigeria Data Protection Commission B ensures that the NDPA
2023 is followed, sets out rules for doing so, aodishes those who violate them
(NDPC 2024).

The Nigeria Immigration Service (NIS) works withetiternational Organisation for
Migration (IOM) to manage biometric and travel dd@@ame way they do this is through
the Migration Information and Data Analysis SysttMiDAS) (IOM 2023).

The National Identity Management Commission (NIM&)ersees the National
Identity Database (NIDB) and issues the Nationahtdication Number (NIN), which
is sometimes used to verify people's identitieswihey move (Eze & Musa 2023).

The National Commission for Refugees, Migrants, bmtdrnally Displaced Persons
(NCFRMI) gathers information about migration andntamitarian needs while
protecting the rights of at-risk groups. Stilleth are coordination problems. Ibrahim
and Musa (2023) argue that poor data-sharing arldsoverlapping institutions make
it harder to comply with them. The NDPC's supeoviss further hindered by limited
resources and a complex bureaucracy.

4. Nigeria's Data Privacy Framework Has Legal andPolicy Holes

The NDPA 2023 has some operational and policy sstespite some good points.
Oloyede and Nwosu (2024) contend that penaltiebrfeaches of privacy are feeble

12
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and enforced inconsistently. The NDPA does not ireqData Protection Impact
Assessments (DPIAs) for high-risk data operatiamdike the GDPR. This is an
important difference in cases involving biometridgssogwa and Nwafor (2022)
emphasise the lack of explicit inter-agency dateharge regulations, resulting in
unregulated data transfers. The NDPA similarly $adk&finitive guidelines for cross-
border data flows, despite Nigeria's collaboratigth organisations like the IOM and
the EU on migration data initiatives. Ajayi and @kavo (2022) assert that Nigeria's
data protection strategy emphasises technical danga at the expense of moral
accountability, advocating for the integration thieal principles such as fairness,
respect, and transparency into the culture of gav@rnance.

5. Different Points of View and Working Together with Other Countries
When comparing Nigeria, Kenya, and South Africgacldifferences emerge in the
legal and institutional frameworks governing thetpction of migrant data. Nigeria’s
Nigeria Data Protection Act (NDPA, 2023), building the Nigeria Data Protection
Regulation (NDPR, 2019) and the establishment ef figeria Data Protection
Commission (NDPC, 2022), provides a foundationalmework for safeguarding
personal information, including that of migrantbelAct addresses principles such as
lawful processing, consent, purpose limitation, alada minimisation. However,
enforcement remains inconsistent, partly due totéichtechnical capacity, budget
constraints, and fragmented inter-agency coordinamong the Nigeria Immigration
Service (NIS), National Identity Management Commiss(NIMC), and National
Commission for Refugees, Migrants, and Internaligplaced Persons (NCFRMI)
(Eze & Musa, 2023).

Kenya'’s Data Protection Act (2019), in contrasteisf a more robust and detailed legal
framework. It establishes the Office of the DatatBction Commissioner as a
dedicated regulatory authority with strong powersrtonitor compliance, enforce

penalties, and oversee cross-border data transféres.Act explicitly addresses

sensitive personal data, including biometric idérs, and emphasises individuals'
rights to access, correct, and control their pasorformation. For migration data,

this provides a clearer mechanism for protectinigemable populations and ensures
accountability in data handling (Abebe, 2022).

South Africa’s Protection of Personal InformatioatAPOPIA, 2013) similarly sets
high standards for privacy protection, includingcstrequirements for processing
personal data, obtaining consent, and securingnrdbon. POPIA applies to both
public and private institutions, requiring orgamisas to implement comprehensive

13
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information security measures and to report bremdberegulators. For migrant
records, POPIA's emphasis on purpose limitation @arcbuntability provides strong
ethical and legal safeguards against misuse orthhoased disclosure (Abebe, 2022).

In comparison, Nigeria has made progress by adpgmiimciples similar to those in
Kenya and South Africa and aligning its system$iwiternational standards, such as
the EU's GDPR through partnerships with the Inteomal Organisation for
Migration (IOM, 2023) and the European Union’s sogipfor the Migration
Information and Data Analysis System (MIDAS) (UNHCR®?22). However, practical
challenges such as weak enforcement, insufficraming, and inter-agency overlap
mean that Nigeria still lags behind its regionagan translating legal provisions into
effective protection for migrants. These contrabighlight the importance of
continuous institutional strengthening, internagilooooperation, and a rights-based
approach to data governance to ensure that ethiedl privacy principles are
consistently upheld across migration managementeis\s

6. Making Legal and Institutional Structures Stronger

For Nigeria to improve its current processes, @dseto focus on making the law more
consistent, working together with other agencies| enforcing the law. Chukwuma
and Hassan (2024) say that migration agencies @glsmilup special data protection
teams and do frequent audits. Parliamentary anttighdsupervision might help
NDPC do its job of regulating. Oloyede and Has&&24) also support that migration
databases should have DPIAs, that cross-borderedateange should be regulated,
and that privacy-by-design should be built intoitdiigplatforms. Training and efforts
to raise public awareness would also help createoager culture of data protection
and hold institutions accountable.

CONCLUSION

The management of migrant records in Nigeria has sggnificant transformation

through the adoption of digital technologies, imthg biometric registration, national

identity databases, and electronic migration systeifhese innovations have
enhanced the efficiency of data collection, veaifion, and service delivery. However,
they have also introduced complex ethical and pyivéhallenges that require urgent
attention. This study finds that migrant data eqgfrently collected without proper
consent, stored in vulnerable systems, and sharedsinstitutions without adequate
authorisation. Such practices expose migrants eatity theft, misuse of personal
information, and violations of fundamental righfBhe tension between national
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security objectives and the protection of individpavacy further complicates the
governance of migration data. The ethical and pyivehallenges stem largely from
systemic deficiencies, including weak inter-agewgoylaboration, limited technical
infrastructure, insufficient institutional capagignd inadequate enforcement of data
protection laws. While recent reforms, such adNtigeria Data Protection Act (2023)
and the establishment of the Nigeria Data Protec@iommission (NDPC) represent
a positive step, much remains to be done to ersurgliance, accountability, and
public confidence.

To achieve a sustainable and ethically sound frasniewNigeria must adopt a rights-
based, transparent, and secure approach to migasamtmanagement. Strengthening
institutional capacity, enhancing inter-agency dawation, integrating ethical
principles into operational culture, and investimg cybersecurity are essential.
Furthermore, aligning practices with internatioreahd regional standards and
collaborating with organisations such as IOM, UNHG@Rd ECOWAS can provide
technical expertise, policy harmonisation, and s#tosrder learning. Ultimately, a
balanced approach that safeguards migrants’ privaay dignity while meeting
legitimate national security objectives is crucfar effective and responsible
migration governance.

RECOMMENDATION

1. Harmonisation of Legal Frameworks The Nigerian government should
consolidate existing data protection instrumentsifggrating the Nigeria Data
Protection Regulation (NDPR, 2019), the Nigeria &&trotection Commission
(NDPC, 2022), and the Nigeria Data Protection AIDPA, 2023) into a unified and
enforceable regulatory framework for migration dat@nagement. This consolidated
framework should clearly define standards for ethdata handling, informed consent,
cross-border data sharing, and strict penaltiesidations. Aligning Nigeria’s legal
framework with international standards, such asEkks GDPR and the African
Union Malabo Convention, can improve accountabil@yiminate overlaps, and
strengthen compliance across migration-relatedunisins.

2. Strengthening Institutional Capacity and Infrastructure: Migration-
related institutions, including the Nigeria Immigoa Service (NIS), the National
Identity Management Commission (NIMC), and the blaal Commission for
Refugees, Migrants, and Internally Displaced PessgNCFRMI), should be
adequately resourced and equipped with modernsiméreture to ensure secure and
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efficient data management. A centralised, interaipler data-sharing platform with
robust access controls should be established taeeduplication and unauthorised
access. Regular professional training on data sthprivacy protection, and
cybersecurity should be mandatory to cultivate leucel of responsibility and ethical
compliance.

3. Embedding Ethical Standards in Operational Culture: Ethical principles
should be fully integrated into the core operatiohall institutions handling migrant
data. Developing a comprehensive professional cofdeonduct, coupled with
periodic audits and clearly defined disciplinaryasigres, can enhance transparency
and accountability. Establishing ethical reviewfidgaor committees will ensure that
data management practices consistently respeatights and dignity of migrants.
Comparative lessons from South Africa and EU merstages show that independent
ethics oversight can significantly improve adheeete privacy and human-rights
standards.

4. Investment in Cybersecurity and Data Risk Managemetn Continuous
investment in cybersecurity systems, encryptionhrietogies, and data risk
management tools is essential to safeguard semsitigrant information. Regular
independent security audits should identify andresilsystem vulnerabilities, while
robust data recovery and incident response meahaniall mitigate breaches and
unauthorised disclosures. Learning from global pesttices, including the EU and
UNHCR guidelines, Nigeria can develop proactiveteys that balance efficiency
with data protection.

5. Rights-Based Data Governance:Management of migrant data should
prioritise human rights, privacy, and informed camts A rights-based approach
ensures that technological efficiency does notraderethical responsibility. Nigeria

should align its migration data practices with intgional standards and conventions
that emphasise fairness, transparency, and prateétir vulnerable populations,

thereby building public trust and upholding humagnday.

6. International and Regional Collaboration: Nigeria should deepen
partnerships with international and regional orgatons such as the International
Organisation for Migration (IOM), the United Nat®rHigh Commissioner for
Refugees (UNHCR), and the Economic Community of tWakican States
(ECOWAS). These collaborations can strengthen ieahexpertise, support policy
harmonisation, and enable cross-border capacitidibgi Engagement with civil
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society organisations and research institutiond wWwitther facilitate oversight,
advocacy, and shared learning, promoting globatlliprmed ethical governance
practices.

7. Public Awareness and Accountability: Public education is crucial for
reinforcing data protection and accountability. Migts and the public should be well
informed about their privacy rights, the purposedata collection, and available
redress mechanisms in cases of misuse. Governgentias should publish regular
reports on data management practices to promotespasency and trust. A
participatory approach, informed by both local tesd and international standards,
will foster confidence in Nigeria’s migration govance and encourage compliance
with ethical data standards.
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